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World Map for Security Visualization
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* World maps are commonly used
for visualizing wide-spread
malicious behavior of Internet
hosts

— Pro: easy to understand

— Con: generally not very useful
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Conficker World Infections’
* Recent security visualization B
research focuses on network- = | [ e = = ] - RS S
oriented views

— Cyber neighborhoods are deemed
more relevant for threat analysis

58 Unallocal

Has the world map been all but written off as a

“serious” security visualization? e[ [
Conficker Network Neighborhood
Infection Map'

" Conficker Working Group. Infection Maps, 2009. hitp://www
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Exploit server: 208.68.18.109

AS14595 - THINKTEL - ThinkTel Communications Ltd.

Exploit server: 216.194.74.211

AS13911 - TERA-BYTE - Tera-byte Online Services

Exploit server: 216.194.99.218

THEPLANET-AS - ThePlanet.com Internet Services, Inc.
PAH-INC - GoDaddy.com, Inc.
ENOMAS1 - eNom, Incorporated
CHINANET-JS-AS-AP AS Number for CHINANET jiangsu province backbone
CHINANET-BACKBONE No.31,Jin-rong Street

Data Electronics Group, Data Exchange Centre

LIMESTONENETWORKS - Limestone Networks, Inc.

AS18018 GAMEBUILDERS-AS-PH Gamebuilders Inc.
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' FIRE: FInding RoguE Networks, 2010.
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Exhibit A: Dots on the Map

[ Map [ Satelite | Terrain |
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FIRE Global Map of Rogue Servers'
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K Exhibit B: Heat Maps

Conficker? NASA “Earth-at-Night”2

“Touristiness”?
Heat map displays mainly show
population centers, where most
potential victims are...

..in the same way artificial lights or
tourists show up in large cities.

TTeam Cymru. Conficker Worm Visualizations, 2009. hitp://www.tean mru.org/Monitoring/Mald

2NASA. Earth’s City Lights, 2000. http:/visibleearth.nasa.gov/view_rec th d 1438
3 World Touristiness Map, 2010. http://www.bluemoon.ee/~ahti/touristiness-map/

MIT Lincoln Laboratory
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www.microsoft.com/sir

1 Turkey 20.0
2 Brazil 18.0
3 Spain 174
4 Taiwan 16.7
5 Korea 16.0
6 Portugal 13.6
7 Saudi Arabia 13.0
8 Guatemala 125
9 Poland 1.0
10 Mexico 10.0
n Russia 9.8
12 Thailand 9.8
13 Kuwait 93
14 El Salvador 92
15 Honduras 9.1
16 Colombia 9.1
17 Hungary 8.9
18 Croatia 89
19 Eaypt 86

High-CCM
Countries

25 China 7.0

Exhibit C: Normalized Heat Map

1 Réunion 13
2 Finland 14
3 Tunisia 14
4 Algeria 15
5 Belarus 15
6 Austria 17
7 Senegal 17
8 Philippines 17
9 Morocco 18
10 Vietnam 18
n Kazakhstan 18
12 Kenya 19
13 Macao SAR. 20
14 Guadeloupe 22
15 Pakistan 22
16 Germany 22
17 Jamaica 23
18 Switzerland 23

Dan 23

Low-CCM
Countries

25 Uruguay 26

—— et MSRT. For example, aregion colored
B — - . iple, a region col
e acact / - yellow would have an infection rate of
_ /——’ - between 7 and 10 computers per 1,000
~ executions of the MSRT.

This map illustrates the relative infection
rates of differing regions based on the
number of infected computers
discovered per 1,000 executions of the

1 Microsoft. Microsoft Security Intelligence Report Volume 8, May 2010.
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Infection rates around the world, expressed in CCM, or
number of computers cleaned per thousand
executions of Malicious Software Removal Tool'
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Exhibit D: Infections by City

Last Updated: 08-03-2010 10:04:03
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Legend: * Malware Infections

ESG MalwareTracker!

1 Enigma Software Group. ESG MalwareTracker, 2010. N
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3 Find Regions with Malicious Activity that is
Higher or Lower than Expected

* Group IP addresses by City
— Using countries is often too coarse
— Internet service provider boundaries often agree with city boundaries
— Internet security authorities and policies often apply across a city
— Law enforcement domains often agree with city boundaries

— Malware often preferentially spreads to local class C networks and these
are often within a city

— This granularity will make it possible to see targeted malware

* Map IP addresses exhibiting malicious activity geographically to
cities

°* Normalize by the population of computers in each city

MIT Lincoln Laboratory
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= Utility of Providing Plots of
Extreme Variations In Malicious Activity

* High Malicious Activity
— ISPs explicitly allow and protect criminal activity (e.g. the Russian
Business Network)
— Poor “network hygiene”
— More highly targeted than other regions

* Low Malicious Activity
— ISPs actively prevent, block or rapidly detect and eliminate malicious
activity
— Strong cyber laws and enforcement
— Good “network hygiene”
— Not being targeted by cyber criminals

- MIT Lincoln Laboratory
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Geo-Locate IP Addresses

Accuracy of the analysis is influenced by
— How malicious |IP addresses are harvested
— Geo-location accuracy

For proof-of-concept demonstration, we use
— MaxMind Geolite City': database for geo-locating IP addresses to cities
— Dshield?: dataset of malicious IP addresses (approx. 600,000 daily)

e —————————————————————————————————————————————————————

# source [P

216.113.038.035
088.084.131.145
094.023.193.116
222.073.204.093
200.020.215.131
061.160.213.136
061.160.213.016
220.184.013.088
058.243.161.051
202.101.180.165
061.189.153.251

targetport

1080
22
8080
1433
22
2967
135
2967
1434
1434

reports
147601
143515
76089
66190
119222
62741
77907
81508
54275
44066

targets

firstseen llastseen |
6:46:07,  22:43:31!
2:58:26, 16:32:07!
16:31:451 20:20:52,
0:12:52,  22:01:51!
7:29:59: 7:43:38:
2:41, 23:08:34,
48|  23:07:10|
1451 23:52:41,

102, 23:59:59,
:02] 23:59:59!
001 23:59:59,

______________________________________________________________________

"MaxMind GeolLite City, 2010. http://www.maxmind.com/app/geolitecity

2 DShield, 2010.
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http://www.dshield.org
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& Estimate City Computer Population

* Itis impossible to directly count the number of Internet hosts in a
city

* Approximation methods are either inaccurate or not scalable

— e.g., estimate from address allocation, active probing, or inference from
web or DNS traffic

* Our method relies on public data sources
— GeoNames': city human population sizes
— Internet World Stats?: country Internet penetration rates

n;, = Population ;  *Internet Penetration Rate

city city

" GeoNames, 2010. hitp://www.geonames.org

2 Internet World Stats, 2010. http://www.internetworldstats.com
MIT Lincoln Laboratory
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A Normalized Metric: Standardized
Incidence Rate (SIR)

Age-Adjusted Incidence Rate — Lung and Bronchus*t# |
m 2005*%*% m All Races ® Males and Females

( )

19/5- car _ ps._.
sir, =——-100,000

63.2 - 69.8 t

70.6 - 75.0 Sty

75.6 - 98.5

No Data

. J/

* Used in the past to track cancer infection rate

— Above plot’ shows the standardized incidence rate per state for lung and
bronchus cancer across the United States in 2005

* Our proposed metric is infection rate normalized for each 100,000
computers in each city
— Easy to understand whole numbers (1% is 1000)
— Makes it possible to compare malicious activity rate across cities

" Centers for Disease Control and Prevention. U.S. Cancer Statistics: An Interactive Atlas, March 2010. http://apps.nccd.cdc.gov/DCPC_INCA

= MIT Lincoln Laboratory
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R Compensations for Data Flaws and
Statistical Variability (1)

* Uncertainties in Internet Penetration Rates
— SIR scores are highly sensitive for countries with low penetration rates
— Higher measurement errors for countries with low rates
— Developed countries have more steady rates than developing countries
— Greater technological disparity between urban and rural areas in
developing countries

The Spread of SIR for a
Hypothetical City

1e+05
I

© Unadjusted penetration rate
A Adjusted penetration rate

8e+04
I

O DOBENI (N IDBCCHMNBMID. A LD A
T T T I
0.0 0.2 0.4 0.6 0.8 1.0

3
@
rate oy nyy < 0.01 Discard - N
0.01 < rate gy < 0.1 Graduated amplification S|l
from 4x to 1x s ¥
5 o3 |4
rateountry 2 0.1 Same 5 % k
I T

0e+00
1

City Penetration Rate

MIT Lincoln Laboratory
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23 Compensations for Data Flaws and
= Statistical Variability (2)

* Adding or removing one infected host (by chance) can
dramatically change a city’s SIR score under these conditions

— Small ips; .
— Smalln -Cly . 1pScity
ciy SIr, = -100,000
city
Example:
City, 10,000 ips.y, = 10 ipSy, = 11 +10%
SIR =100 SIR =110
Cityg 1,000,000 ips;, = 1000 ips, = 1001 +.1%
SIR =100 SIR =100.1

* To compensate for greater variability with smaller cities, EMBER
only includes cities with at least 20 infections and 100,000
computers.

— %10 infections should result in no more than £5% change in SIR

” MIT Lincoln Laboratory
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o Isn’t This Just Hot or Cold Spot Analysis?

* In cancer studies, the SIR is assumed to be binomially distributed
around the global mean.

* Can city malicious activity be modeled similarly by assuming the
probability of infection for any computer is the same?

Cities with Location Quotient > 4.73 sigma, n>20, and Computer population > 100000 ipS it
. city
: S sir, = 100,000
] JEE L.(ncity>100,000 city
2 X .. < ® . .
Hx i G, Ky :.3- : . Slrcity
. ~ Sihe o(sir, )=—"—
% See o . city ips
: | feo . / '
£ . 0y X ® 4
E SIMyorid NI D “w
i B Statistically significant cities
ST Il with more or less malicious
5 i IPSgy>20 activity than expected if the
100 1000 10000 100000 \00(;000 1000‘0000 dIStrIbUtIon Were blnomlal

City IP Population

- MIT Lincoln Laboratory
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prop

sir histogram city sizes 100000 to 200000 lamdba=107.78 avesir 77.38, ncities=734

Binomial
Prediction

Cumulative Probability

Actual Data

0.1

0.01

0.0001

0.001
!

We Discovered that SIRs are not Binomial
but Have Long Tails

CCDF for real and simulated SIRs of cities with sizes above 10,000

T T T T T
1 10 100 1,000 10,000
Standardized Incidence Rate (SIR)

Experimental data shows that SIRs have a long-tail distribution, which is

consistent with malware that spreads uniformly with a small probability (a)
and spreads preferentially into cities proportional to the malicious activity

already present with probability (1- ).
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0 SIR Ranking

* Goal: Assign identical ranks to cities with statistically equivalent
SIR scores

* Compute cities’ SIR confidence intervals (distribution-free) to
determine the boundaries of equivalency

— Compute per-city 10-day interdecile range of SIR variability for all cities
— Find the median 10-day interdecile range across cities (R)

Rank City SIR Rank City SIR ° »

1 Kaluga, RU 636.5820 1 Kaluga, RU 636.5820 :I /2
2 Hyderabad, IN 534.2949 2 Hyderabad, IN 534.2949

3 Lisbon, PT 533.6327 2 Lisbon, PT 533.6327 s

4 Sarajevo, BA 512.9266 3 Sarajevo, BA 512.9266

5 Beijing, CN 508.8253 3 Beijing, CN 508.8253 :

6 Vladimir, RU 484.3267 4 Vladimir, RU 484.3267

7 Vilnius, LT 466.8473 5 Vilnius, LT 466.8473 I

8 Taipei, TW 466.4215 5 Taipei, TW 466.4215 2

9 Constanta, RO 463.8035 5 Constanta, RO 463.8035

Simple Ranking EMBER Ranking

” MIT Lincoln Laboratory
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EMBER Display

top-ranked cities in detail top-ranked cities in a world map metric selection

800 Extreme Malicious Behavior NewER

Rank |Location Score Alerts IPs Population
1 1 RO:10:Bucharest 966.2344 42851.0 6058.0 626970 Catego ALL
2 2 MK:41:Skopje 900.3477 7217.0  1877.0 208475 ‘ ry ,—I ~ _ ) @ )
3 3 MD:48:Chisinau 833.4518 18005.0 1172.0 140620 Score Cities By (U Alerts () IPs @ . Incidence Rate (High)  Std. Incidence Rate (Low)
4 4 RU:48:Moscow 791.3142 132660.0 26534.0 3353156 | Limit Results To [40  January2010
5 s RU:58:Perm 724.1809 8022.0 |2298.0 317324
6 6 GR:35:Athens 689.923 18153.0 2309.0 334675 SMTWRFS
7 6 BG:42:Sofia 684.4165 156012.0 2895.0 422988 2 12
3 6 CN:16:Nanning 679.8662 16459.0 1470.0 216219 345678 9
9 |7 TH:40:Bangkok 664.7975 170046.0 8280.0 1245492
10 8 RU:25:Kaluga 636.582 2208.0 697.0 109491 10 11 12 13 14 15 16
1 |9 IN:02:Hyderabad 534.2949 9470.0 1538.0 287856 e v, 17 18 19 20 21 22 23
12 |9 PT:14:Lisbon $33.6327 13692.0 |1155.0 216441 "l 24 25 26 27 28 29 30
13 10  BA:Ol:Sarajevo 512.9266 2975.0 1115.0 217380 o . S > w
14 10  CN:22:Beijing 508.8253 243636.0 10239.0 2012282 . o 31
15 |11 RU:83:Vladimir 484.3267 2294.0  485.0 100139 wreer  February2010
16 12 LT:65:Vilnius 466.8473 45505.0 1499.0 321090 .
17 12 TW:03:Taipei 466.4215 156392.0 24196.0 5187582 SMTWREF S
18 12 RO:14:Constanta 463.8035 1900.0 470.0 101336 1 2 3 4 5 6
19 12 CN:0l:Hefei 459.8316 40828.0 1718.0 373615 . 2 8 9101112 13
20 12 RU:21:Ivanovo 459.7887 3498.0 625.0 135932
21 12 IL:05:Tel Aviv 458.1676 8195.0  1262.0 275445 14715 16 17 18 19 20
22 13 GE:19:Tbilisi 444.6485 6527.0 |1036.0 232993 21 22 23 24 25 26 27
23 13 RU:13:Chelyabinsk 443.8916 8184.0 1524.0 343327 28
24 13 IN:16:Pune 441.5076 8504.0 1037.0 234877
25 13 KZ:02:Almaty 434.033 4210.0 |1294.0 298134 Score 40 967
26 14  HU:05:Budapest 428.4743 28783.0 4340.0 1012896 e —
27 |15 PL:72:Wroclaw 413.7588 11599.0 1366.0 330144 Rank™_39 T .~ March2010
28 16  IN:28:Calcutta 395.9022 4119.0 1467.0 370546 SMTWRF S
29 16  RU:71:Yekaterinburg  384.4766 9092.0  1599.0 415890 - — 1 2 3 45 6
30 17 RU:09:Belgorod 379.2701 1660.0  423.0 111530 City Score Distribution
31 17 RU:04:Barnaul 375.9049 3478.0 |728.0 193666 g s 7 8§ 910111213
32 17 RU:59:Viadivostok 374.4528 2345.0 710.0 189610 Ea 14 15 16 17 18 19 20
33 17 RU:67:Saratov 367.4019 2940.0 1025.0 278986 b 21 22 23 24 25 26 27
34 17 BR:15:Uberlandia 366.3787 2009.0  702.0 191605 e 28 29 30 31
35 18  RO:36:Timisoara 359.2199 2529.0 378.0 105228 g
36 18  CN:02:Ningbo 355.8075 5388.0 689.0 193644 3 [ ] il | il i
37 18  UA:07:Kharkov 349.7418 6414.0 1136.0 324811 0
38 18  RU:70:Stavropol 348.7648 3153.0 409.0 117271 350400 450 500 550 600 650 700 750 600 850 900 950
39 18 PL:67:Warsaw 346.8502 18603.0 2979.0 858872 Score
40 18 GR:13:Thessaloniki 346.8208 4408.0 564.0 162620 (%] Histogram | [82] AlertLineChart | 5] IpLineChart J

7.
histogram of scores for cities shown date selection

- MIT Lincoln Laboratory
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Useful Features of This World Map Display

Extreme High-SIR Cities Extreme Low-SIR Cities

L R \
L) g * °
Score 42 966 Score 1 43
— |

Rank 37 1 Rank 1 9

Rank |Location Score Alerts IPs Population Rank |Location Score Alerts IPs Population
1 1 RO:10:Bucharest 965.9154 44209.0 6056.0 626970 1 1 KR:12:Inchon 1.2306 510.0 25.0 2031444
2 2 MD:48:Chisinau 872.5643 5221.0 1227.0 140620 2 1 KR:10:Busan 2.7782 1405.0 79.0 2843523
3 3 MK:41:Skopje 814.9658 8197.0 1699.0 208475 3 1 KR:19:Daejeon 2.8061 365.0 32.0 1140346
4 4 BG:42:Sofia 797.6585 152081.0 3374.0 422988 4 1 KR:15:Daegu 3.0242 700.0 60.0 1983935
5 5 GR:35:Athens 780.7574 21325.0 (2613.0 334675 5 1 JP:07:Kitakyushu 3.5849 163.0 27.0 753146
6 S RU:48:Moscow 775.9853 273984.0 26020.0 3353156 6 1 KR:12:Incheon 3.8888 1533.0 79.0 2031444
7 6 CN:16:Nanning 744.7479 13576.0 1736.0 233099 7 N CN:03:Nanchang 4.0538 83.0 22.0 542692
8 7 RO:14:Constanta 611.826 3334.0 620.0 101336 8 1 KR:13:Bucheon 4.2578 170.0 28.0 657615
9 8 TW:03:Taipei 552.4346 145793.0 28658.0 5187582 9 1 KR:21:Ulsan 4.2993 269.0 32.0 744295
10 9 IN:02:Hyderabad 517.9673 11132.0 |1491.0 287856 10 1 IT:04:Napoli 4.6939 156.0 24.0 511299
11 9 GE:19:Thilisi 513.7493 7545.0 1197.0 232993 11 1 SA:14:Jeddah 5.5954 303.0 43.0 768476

* Highlight salient features in the dataset, not population centers
* Dot sizes and colors reveal regional variations

* Provide statistically valid ranking of per-city malicious activity

MIT Lincoln Laboratory
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K Conclusions

* We demonstrated an analytical approach toward developing a
usable world map display of extreme malicious behavior

— Score cities by the Standardized Incidence Rate (SIR), which is the
number of infections normalized by the local host population

— Use publicly available data sources for estimating local host population

— Apply careful adjustments to account for data flaws and statistical
variability

— Present a visualization that is as unbiased as possible

* The high-SIR and low-SIR metrics are useful for exploring
geographical variations

— Regions that are generally risky or well-protected
— Regions that are targeted or avoided by specific threats

* EMBER can be used on any IPv4 dataset. Higher-fidelity geo-
location and population data could be integrated for better results.

” MIT Lincoln Laboratory
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